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1. B
1.1 S
1.1.1 AR

AEHCR BOHAE TR IR AR A7) CRRR “ REGE R VARG, 8RR “R
BRSO, REIGRAE W AE AU CR T IEARSSVFANIE) (1 H T IAUEAR 55
. 2012 #F, REGHE R TIERS RGEE FEx#MERRARN ZetEF .
2018 F, REIN(EHE T L0t WebTrust [Hbrz 8 THAIETAE, A2 EELREE
EEMARSTKT, AT R XFEEAME B2 5 A SRS K A 2 A P fg 4k
GAE S RINTS S

1.1.2 HTFAIESFEN (CPS)

A CHETVIEM S RY - (FRiIFR CPS) HEMARSRaR &5 M 755 T AIE B AL ES B & Af
f CR MRS S GalAT) ), JREfE iy (hie NRILAE 1254
%) (ETERSERINE) « B CETUEIRS B0 B INE) Sk 2L
K, A CPS [FIfi#1h RFC3647 HIMEZRBEAT oS, B W] 1 R IEGHAE AT T & H A E b
5%, QAEAbHE. . B mAAEPRE AL S AR, LA MR SS . iR
AR _ERFE AT OREE, DLt N IETE S 2 505 1 A .

A% CPS JIT ) ik 1) P9 2538408 R BB 5 UE 15 5Emg (Certificate Policy, fiifik CP) . CA/H
Yasitdn (CA/Browser Forum) AT & Hrhic A< 1) Baseline Requirements Certificate Policy
for the Issuance and Management of Publicly-Trusted Certificates ( & # “ Baseline
Requirements ” ).  Guidelines for the Issuance and Management of Extended Validation
Certificates ( f& #% “ EV Guidelines” ) . { Network and Certificate System Security
Requirements) (fifk “NCSSR” ) AT KM HL A SLAI(E(E SSL FuriEH. R E E
BRI RGO, IR RPEARGE LR AT SOl A AT 2T CPS. WA CPS 5 CA/



M2 Ix (CA/Browser Forum) KA IAH IS kR AE R YE H I 25 3B A —Z i, LA
CA/N R 2318 37 1E 2R A I RTE i

1.1.3 RBWBEIEH AR LM

RIBHAE HRTAE 2 MRIETS, 437028 vTrus Root CA 5 (RSA) . vTrus ECC Root
CA i+ (ECC) , HAMME CA TS CA, LIZRITFED. REWIEH TR SN
2k CAIET.

1) vTrus Root CA

REBGHAE vTrus Root CA UEF I # AL I% N RSA, MEHKEA 4096-bit; AR CA

T 3L CAIFT:
® vTrus EV SSL CAIET, ZEHKE A 2048-bit, 25Kk %K FE N RSA 2048-bit () EV
SSL k55 &5 AE 15,
® vTrus OV SSL CA iEfi, ZEHHKEE N 2048-bit, 25K ZHHKE N RSA 2048-bit 1)
OV SSL Ir 55 #s KA+
® vTrus DV SSL CA ilEf5, ZHHKEAN 2048-bit, ZRZHHKE N RSA 2048-bit [
DV SSL k5548 KiE+



vTrus Root CA

(RSA,4096/SHA256)
25 years
e I e N\ e N

vTrus EV SSL CA vTrus OV SSL CA ‘ vTrus DV SSL CA

(RSA,2048/SHA256) (RSA,2048/SHA256) (RSA,2048/SHA256)
20 years \ 20 years | \ 20 years
. 4 .

EV SSLiT FIE$5 OV SSLiT FHEFS DV SSLIT JHHEFS

(RSA,2048/SHA256) (RSA,2048/SHA256) (RSA,2048/SHA256)

RSA = RERE

2)vTrus ECC Root CA
REWHiAE vTrus ECC Root CAE-B s id5iidy ECC, MREHPIKIEN 384-bit; JLAR

CA & 32 CAIEFS:
® vTrus ECC EV SSL CAEHi, #4HKE R 256-bit, 25K %K E N ECC 256-bit )
EV SSL k45 a5 KAk
® vTrus ECC OV SSL CA L+, ZHKEN 256-bit, 25K EHKE )y ECC 256-bit 1)
OV SSL filk 55 #s Kk 55
® vTrus ECC DV SSL CAE1S, #YIKJE )y 256-bit, 2K %P E )y ECC 256-bit HY
DV SSL k55 & 2K k4.



vTrus ECC Root CA
(ECC,384/SHA384)

25 years
e I e N\ e N\

vTrus ECC EV SSL CA vTrus ECC OV SSL CA | vTrus ECC DV SSL CA

(ECC,256/SHA256) (ECC,256/SHA256) (ECC,256/SHA256)

20 years \ 20 years | 20 years
o 4

ECC EV SSLiT M IEFS ECC OV SSLiT ik ECC DV SSLiJ JiE+H

(ECC,256/SHA256) (ECC,256/SHA256) (ECC,256/SHA256)

ECC=ZiRERHE
12 XPEHSEH

AR CRBORAS AR RND) - CRIFRR BOME CPS. 4 CPS) , CPS
4 “Certification Practice Statement” 455, fEASCHYH, CPS & [F T A5 g XS0
4 B A F A K

RIS EM T OID Jy 1.2.156.112535, {EAS CP H 45 2UEH 43 B OID Wi F -

1) EV SSL IE 5 3R BE X Gbr i1 . 1.2.156.112535.1.1.6.1;

2) OV SSL ilE P33R BE X R AR iR AF: 1.2.156.112535.1.1.5.1;

3) DV SSL ilE P55k BE X R AR iR AF: 1.2.156.112535.1.1.5.2.

T A RIS 42458 F CA/B Forum {5 B (1 508 4 R AR R4

1) EV SSLE-H 5B RRRFAF 2.23.140.1.1;

2) OV SSLiEH IR RARAST 2.23.140.1.2.2;

3) DV SSLEF: 5Em& 3 RARIAST 2.23.140.1.2.1,



A CPS F3A3 S SCHRA KAt 45 SCRRAS 5 A SCRRAS Y BIAEAT 05 30, BB PP SCRRCAS
i

1.3 PKI &25#

1.3.1 HTAERSYMA (CA)

HLFEARSS AL (Certification Authority, &F% CA) 15T A 13 2RI AE W AU A 81
UEFS SR REIE AR (PR NRITNE R &4« (BT IAERS EH IR
) BIARRLUE , HIEWROLAIEE =07 BT VAEIR S I . REGEAE B 45 N FH T 50
BN T EARMUR BT UETS S SRACEC T IE B I UE AR 55 55 T B oy L AMEE B 2 5
(LN

1.3.2 EMHHE (RAD

ML (RAD AR CA EALEUEEMIERE, #UGEBHRIEE (T &0,
WAEBIEZEAE S S, SLHETT P ROIE S M A T SR BB AR TS, ST P AE 15 SR
REGEAEER T A&H CA A tsh, K BETHEE RA, AEATIROL RA.

133 iTH

PR AR BOE RAFUE B A &R, ATRGEA N MU Bk . 3078w
AR AR, BHE AT & LA LISRAIE TS, AR IE BT 7 B 54 E.
FEHTREAMA T, BFEs N IEBRA AR
1.3.4 KW

RBAR BIRITT & 92— DL A Y S A5 AR Bk A R A AU 22 HROAIE 5 ) 5K
A MO AT LA R BOMAS FUEF 1T 7, ] A ZAEF T P .



135 Hfhz5%
HAthZ 5 B8 RS ) H T O E I ShHE AR 52 AR 55 1 Hoth 5244
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® il b A dy ME I, RE BT IERARRUE 7.
o HEilR{RE 7,

553 ARSCARIRY

RBAE Rl 7 AR RIS, #0224 (0 BT IE B OR 97 15 i A 4%

& HERE, iR 7SO ASdR s, PR Ui i B2 HER s e B
AT N

554 FARSUHFRIEMIEF

X RGN T IRE S, CRE IREAT A, R SCREEAT A G T
AR LR, VAR SVN &4

XA HE AR GOR, AT BT S0y, (H R EERBU™ A 1R I ORE 2 vk, Bk
XSG S AR G REAT BRI R A .

55.5 R THEER

KRB R H AR R A IR T B AR

556 JAEKERS

T RGAERKHE T ICR, SNFEERH SRS, HHERE 02 FH.
FFF LA BB IR, H SVYN RS #8576 B & TR .
XA R AR BERL, R B EX A
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557 FREBAREIARE BHEF

BRI T P BAE R ) 5 IR P 7, DA IR A BRBUN S REFR I X 2L T
BR, PRIV B MBSO IR SRR .

5.6 CA ZFHEE

RBAE IRE A RO s AN 25 48, ARl AR R IIESS, A45 CAIEH M
RS, R A AR ARIE B B R R 8], AT CAIERZ AT PR+, Hk
RO TR AN I CA IR 5 1 2K 250 1]
CAUEFXT XS, HHTG Al A CPS M€ )i KA aw Iy, KBS R H3h
LA, B O IR CABYIN . KBS A T 05 54T
1) E% CA BRI [R/NT N0 CA F L a2 BT 45 1R 25508 i T 4%
CAEP ( “4=IEE KA O .

2) FEAEMREYI, RN 9 CAUE.

3) fE “UFILBRIEPHHI” ZJa, XFHHER T CA BT M IESIER, RKkH
W) CA B IR RAE TS

4) b2 CA KRR HIECR I CA FAEHRE A CRL B2 AL BARE A i B3 HOAIE 55
LEPSTne

5.7 WMESKUEHKK
571 HHEMHmELERER

RIBAE O E AT B B SR AL B AR, e B AR S BT %, AR EAR

RGN ST s

IV YIES

W 2% 5105 B RGN 2T %

R EIVASY SLIpIE S

FHIGBAAL A AR N GURE 4% B S BE AT B 207 58, 7 JIBEAT B S 5
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57.2 WEHEIR. BAM/EREGERFLEREF

REBAE XS5 R G0 e A BB R GBI P s 34T 7 &y, IRE T
FARLH N SAE RS, R AR R0, AR . ol 2 b 25 I 5 s R AN 7y
UK AERT I K 4% R R B TR SE R

5.7.3 LENHBRELERER

X SEAIE AP IR T, RIS R I N R gt AT AL 2

1) HUERIT R SARUE BRARI T I, 1T b0 R kA ALEH,  FE SR 1)
R B BT AR AL R IE 5 1l 55 i e R IR S, B 7 RIVIE 5 F 3l 55 g =
KRBT BEE LR 48 HAIE S, % MR OQUURE S8 FRR T AAE TS o RIS Hs
%A CPS 2 4.9 5 R ATIES A fE 2

2) HRBOAE BGE MU K BNE AT P SCAIE R RS2 BRI, IS BE
HURPRE SLED AR IESS, JEANREFT s 3 A0 B IR AL, JF %A ¢
PUREEBT AR BT IIE S . KBNS R T4AS CPS 2 4.9 R ATIE MAH{E S .

3) MRBIHMERIR CA B2 CA HBUREHIR T, KBS R 42 I P L S0 St
TR TR, I Rt i & A g AS I AR AT

5.7.4 RAERINLFHFEEET

— B L T EOR UM, RIS ARG ST E SRR T RIAE 72 NI R E
CA RGiHiAT, MHW LT PR HE BRI & WA MRS £E 5 TAF H W KRB E
R SR 5%, SCVFRIT P B L

5.8 CA BZRA #9£&1F

0 T AR B IR T B 1R L S, 45 2RI (p A A R o T4
M) AR LR 1k 46 B M i SR AT A 9 T

PER IR LA, 620

1) 1 5 M 45 7R B
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2) AL b

3) 388 R AH DR SR

4) AL FRAFRY AP % 5
5) {5 1 CA R4 K5
6) f7- 1A R 50 H &
7) Jb B AT fifs BB STRY
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6. BIARREZMH]
6.1 BHINHI LRI R
6.1.1 HAXHIERK
6.1.1.1 CA XTI Ak

TR 14 35 B A P 6] K 86 3 A 1 b R A P ) R I B8 U A R AR, R A X B B
R BB SR AR AR FIPS140-2 FRAERIAR SN E . H T SN T A
ARG B FER, M FIPS140-2 FrifE I E 2 B 5% S LB 5 T AR SR AR e, DRI
FIPS140-2 RN S BIAT, RAEEd ER %S FEEHTEE . ME. JFERKZLE B
BURVF R AT TR FMEE A, BAAS B G r s g Bort

CA XM AE RS RE, HRBOR(E T TR B AN T A E R . DARhST
B N R WAET, ERBORAE BRI D5 4% MR R 5 2 5 AR AR e . RIBRE
A BORRERUE T CA B A R B H S I R

6.1.1.2 i1 P SN A AR K

VP SIS AT B B AR 55 4 B e B Y B AR B LR AR . W RAT P B
IHRAZ B2 — NS 59 5IER PKCS#10 TS SO, REONE 2 TE4 % /s, FFEBUH )
A T ) X o

RBAS AT AL B X o

6.1.2 FEALRSAITS

AEH
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6.1.3 AHEBEHIERERIMN

WP EET A ENHL, R PKCS#10 #aURIE P25 45K E B B e B4 10
SCAERL, DL ORI 3R A PSR A 40 RS 2 AR+ 2 75 238 I W 28 AR I 4 A
2z 42 (SSLD) BUH A 22 4 N 7 X

6.1.4 CARPEERIKITT

RBAS 12 PR SR BN B 2K IR CAERMF S CAIES A, 1T/ A
T3] R BAE B R T 38R CAIEF AT 2 CAEF .

6.1.5 HERBRFHKE

RBAE IR CA IEB{E K 4096 71 RSA %5 K& K% 384 fiff] ECC %
B, B4 58 SHA256RSA fil SHA384ECDSA;

g CAE TS A E Ny 2048 71 RSA ZHHFIK N 256 ) ECC %4, B4 H
%8 SHA256RSA A1 SHA256ECDSA.

WPIEHAE AR 2048 7] RSA BRI )y 256 fiff) ECC %8, 24 HILN
SHA256RSA 1 SHA256ECDSA.

FIBRAZ K ARAE BR LA v [ (B 5 B H 4% TR J) % A s v 16 AT 35 41 B0k B K (i
#,

6.1.6 AASHHERNFERE

WIS B R AS [ S A B RV R 8 o I B A AR S 2R R, R X 2
B A VB AR A o

T SHRERIAE, BT R4 [ 5% 05 8 B JR) VR ] 53 5T RN 2 B0 A4 o
LAY, e & e 2 e RER.
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6.1.7 EHAMBHEM

REBAE R X.509v3 iEHE & T HHHEY R, HMHZ%YS RFC 5280 FrifEd
FFo XF T RBGAETE RS RIEB B G Sy RN AR TR &, UERIT 7 B 8%
i B 1 P A P 4

R CA B HH— A T2 K LU UEF A CRL:

1) FREAR CA 1 H 244 10E 155

2) H g CARIE . A8 XAEF3;

3) i CARIHZL CA R CRL (ARL) .

12 CA S — B T2 K LU IEBAT CRL:

1) 3T R

2) i I B PKIAK R D REIEF (4 OCSPAETS)

3) 1T /" CRL.

PR D TR Z AR, s BEmE g4 5%,

6.2 RRFFEIGRSLIELER]
6.2.1 RSB HIAR AR A

R B 1 B A P D K 8 3 A R 1 B AN T R 3 U A AR R, R A T B A I
R B FEE . A AR AR FIPS140-2 FRAERIAH SN E . H T SO TSR
A AR HVEBER, T FIPS140-2 AR IR 2 [ 0% 09 32838 T A AT RIS R o bn i, ik
FIPS140-2 RN ZMIAT, et B % i EE T8 E . AR, JFEE e B
BURVFAT T3S T RDERMEER, FAS IR HiE it sl

CA AN MRS R, B R BOBAE % 1112 8 B 03 S+ 4 T 15 e RTE R A5
B WAL 5 4 HE R BB 3 A O T e KBS 25 $1 AR BUOFERUE T CA 441
AR RS 5L

VTP E A P 5 B A P L K A B 1] DA T [ B R A T A AN, 1T R AR
P RS, B RG . BR. BIR KRR AU
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6.2.2 FEHAZ AEH (mikn)

REBBAE A CARHIAE R &0 AR SRR R A 2 N3l bLe],  ed L) i
INE A 1) 5 8 3 70 B BALRSCEL,  BIUREAL B 18 BEAURR 73 1 R A74E 5 5K IC R (B
N EI B, BfEARARE D, X 55K IC R HREINAE b A fE R B (A
MESEE) » RAFERBONE N ARG 7 2 E B bR, 27 3
LRE S EFHEEGIF TSGR T, FEAEERRIHFMA PINGG, A gex AT &0
WEEBRAF o A, SXASRR IR 7 B3 B L 5 AL D ) PR BSE A o

REWAE ) CARVH IS T B AR A S IC K. IC RREAER
AT BRGSO ORRSE &, LB R CA RN A (6 .

6.2.3 FHALE

KBS FARALIAT CA R VFEE, WAFET P SRR E k55 .

6.24 FHAEM

RBOASFARFLEAT CA FAHEAT 8640, Al 73 PR, — 2 MOIn s v o4 il i e 2 £t
AR A E RV A A% A 3 SO A REALIR 1IC R IFORAF 2B ML D5 HO ORISR, (BRARAT
RERE LR FREMET AR + — RN 38w w42 g R MR AR
J e o AV B G AR 51 IC RIFAFRE BRI (BUARAT (RS 5 L 2 R AR T A
WA IAET .

P ESS, AR HGIE-BAL 0 S A B SR VP AL 2 0y, R BRSBTS AL
AT A, JFRE A BURAIR A T2 B A U7 P HIAL R RS, B b AR AR & i et

o

6.2.5 RHEH

HRIBWAEH CA ZFPINH B )G, X CA SFHAXIIAREAEE D 7 4, TRy
CA ZANHMFAFAEA CPS &5 6.2.1 i ik (i 4 s p Asi He b
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KRBT BE AU AT P AE P A RHEEAT VIS, (H AT P A7 FBOIE AL B 13 6
BB SCVFAVEH A A, RS BT P X RARIEAT VAR, R AR R BRI B E
D I HIALE] ORY BT L ARSRAS ) it o

6.2.6 FEHASA. BHEEER

RBAS B PR B g AR, DRAFAME T . eAh, D8 TSEBUKE, RIEH
15 4% D 5 1 48 0 P SR B BRI XT CA BT &40 . T3 AN R BAE I A (1 %5
PUEESRRENS CA BPIX EHIBEAT IR . FraXsa @it 7 CARYMER. Ko, &
o AR ER . AR A A

AT RS, AR RS CRAF BB SCRAAAVII . N, TR B
EESRIT P 3 SARRPILIE ] 205 22 O BHAT R, HAT 26k T
MRS E R KTi. B ARRBUOMER . ARRBUIE %%

6.2.7 FEAEEIGBEIREIFE

KRB AL LIRS R XAF TR AT 5 B S T8 3 T ) B SR by, HL
AL A5 FH A A B A S R A R A 24T

AT PR, 377 fR A AL ORAFAE [ 0% 0% A8 B0 AT s A (g SSL
IEARD , HAFTBCR R S R AR SO AR AT 2 H AT P VG B N, 307 7 BRI R ) 22
ST BB E AR ARRAT A REGIAER, A T Bra BRI 2 02 f/y7,
JR 55 45% B AR R AN 22 4 TR V) BRI AR

6.2.8 BUERHMFE

RIGR{E CA BRI YT W 7 Sk CPS 41 6.2.2 (LTI %
R BUSRSET. SRR CA RN (BB | WE VIR GHR(F
5 IC A fESEAR

R EE BB T E BRI AR A IS (S PIN D) iR B H1R
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KR ATES, B EAA P RORE A h A e b e, AVBIRE ARG IRGS

P RBRAL PR IS L AATYUE, SIRSSREF RM]. RGUEHBUR STl 5 AL 9]
HEE AR RAS o

6.2.10 A HKFE

FERBORAE A i A AOR , RIBOIAE K CA RHARELIRAFAE — > & I i A 3 1
fRgeh, JFHHT AR, HARK CA R oL s R, Fra HT SR PIN
i 1IC RAFWML P S AR CA PIER AR K )G, TAEZ A AEARS
ST 228 CA APINHER R CA APIMEIFH EEh AR R, A
AEFPRRGER .

XFIERBAH, EAFEN, NI HRES, e RER. Moy, MikeEER
BUAEH . HAPIRT N APREB M. BIERE, EFEM TESMEN, R&HP
PLiZZ 3 RAE— E IR, DMET MO E R . AT HORAT, K@ FAS 8
B AR GUEUE A RER 1T 46 P R B B

6.2.11 FEFSAEBIPEAG

T RAT A [ S 00 B R HEHE AR AT RS P2 i, SRS AR R AR A R B R AL
PR 5.

6.3 EHN B E M

6.3.1 AGERY

RBASREF A PBEAT RS, UE A7 TS K e T OF AT it %, VAR e e 1

BEAT TE AL
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X T S S R AUEFS, HRAVEHAT A 80 R e AEUE 58 ROH N A4 T LA A .
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6.4 BEHE
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W RSO SR L AU 2 A ] SEIIAEE R A, AT 2 R, BE O LR
TR AR RTRE . WARSIERT P 28k PIN (3 RIPAAPIRL, 177 B 223
REFH DA EC PIN i3, B7ibMEE e B, WS aE 53T 28 AR R FAEH, 1T F
BN R BT R AE YRR N AR IR B

6.4.3 BIEEIE AR T

HFARBOEESHAET D CARY. B8 RAIEBRHAREEEIEN IC &, %
DRAFAE R BT B BRI LS N ABESEAT SN B 1% o a0 DS BERRS R DL 17 S 7 B4 3K
I, HALE AR 75 AL RS P A4 (5 N R B R AT

WHE G T EBRAREE S R B O RE, ARALRS A R,
5 FL O BN DR P S R R AT AR IR, T P LRI EAN AR IR I R e T R 2R
fargs. 2ok, ARRBUMEE . BARRBUEH] .

T HIEUE AT P s s 1 R A A, T

1. WP A THRFIERR A4S, HiERIE R

2. TR APIEE IC K. USB Key 114, GEAT AR Y55 i H ) 5 22 B IS
TUASHE, fi AR 3 A4S H Ja N AT 2 2.

6.5 I EPILZEEH
6.5.1 FEAHTTHEIZERARER

CA RGiE R ZaEH, LRE GEBIMERGEM LMK ZEBARRTE) |
Tk AME A AT CRTIMERRSS EBIME) , S0 1S027001 {5 5 %48 B A R 5
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TUASEN . AL R EENZ ARSI GRS SR UUAIE. ZE T %
| N e TR Ll

MEAANA RS (BFF CA Rt RA RG0) WS HAEBIREI TS A G247 ™k B XL
IR IS UENL],  BIDF IR I RINR A P 44 L 12 DL IE PR 3R 8 sk 5 3.
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&, ARIIREHEBNITI .

LRGN G HAM ARG &, A7 R S RGP R . XA &R B
1E BRAE RE R L AR 7 X X 2% (R U5 1] o A 677 2K A FELLE AP AR SR R N AR 277 R 9 R 45,
BRAUVT 2L RGEHITES . A CA RGHELEHATR. ABETEFE, W KRR
[Ar 5 N G2 AT DU B4 1) CA 24 e

Hl

6.5.2 IHEHRETHE

KBS CA R4t kI EHAEHET | HZC# WS E /M TEENEE, R’ 7
VA

6.6 £mHHERER
6.6.1 ARG KIEH

RBAE ) CA TR AT 2 A B4 B2 5 I [ b CA SRR SR LR I S o R B {5 i it
AR B A AR R IR IE TINIE RGN 2R TAE, JRESRIE4E N G 7™ i F B e HE AN 2R
FEPAT,  DAORAIE FR G5 1) 2 A 1A m) B

1) RGEPAF D HE NSNS G, B P 8 T A5

2) i R B I 7 AR changelog. MAIR 45 . 28 15 W25 S0 Ay

3) i b A A AR A SR AT B 41

4) A T B BT AT RO AE L&A

5) A B o S RIEEAT I, a8 WS 5 T X AR RS

RIS B IR EUE RGN RA AP 2015 SE RGO KAl B (-1 2 42
ARG, T AR AR AR R BOE € SCRSCR 1L SR RGBT . % RGAE
AT b2 it 7R B AR AR, 25 LREOR, Bis 4\ a7 -
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6.6.2 ZAEEEEEH|

REBAE CH5E T & Fh e 4510 . 8 T B SR IIE RGBT 2 2B B

WIERGINE B2 e B8, I8 58 0S8 BRI AT & B AT R4

WAL RGN EAT M IR R i, BT 1 R SraR el ™ i I B8 Ik 5 A 3547 %
EREH, ARSI S IE KSR

KBRS E I Rt AT et d, HARPAREZEEHAR, & O LN

.
=

6.6.3 AR RS

KRB L A EB AL AR R AR A B UIE RGBT AN B2 TAE, MRz AR5
ZAETEE,

I

W

6.7 MIEHILZELH

RIBAS IVGIE R Gk A7 K I3 AT RS HI V7 A 350], K IDSAIPS 34T W 4% 1 B
B4R, Ad ] £R SA MU AR S SR AT B BE, s FH i e AR 3T X 28 JE 45

WIE RGO 48 5E AR S5 BN I8 B R IR B0 TR BLRR

WIE RGN E AT 220N, 22 RKEH %, FEHXHEETHI .
6.8 A7 /EEL

KEAE L RS R MHFIES . CRLASH AWME R, HixeeH s E—RL
ST

WIERGEH G #AE 0 EHA BRI AAR R X SB[ AR RN 75 2K F 25 T 2 4
(R H I TR B A

WIE Z G T E I I TR] 9 [ 5K mT 13 B N (]
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7. iEFH. CRL Fl OCSP

71 UFH

R ARAE 25 K AE B 454 ITU-T X.509v3 F1 RFC 5280: Internet X.509 /A%H A5 i
WIEF AT CRL 45%4
KIBWAE T CSPRNG A K E N2/ 64 M AR FIHERIIE B 55 .

711 BAES

UEFSAF 5 X.509 V3 BRIt 2, FRAME BAF AL A A A

7.1.2 ERYREW
B URE T N AP FE IS 25 40 Rk -
FRAE 5 IR T PUETS
R A X.509 fix A5 V3 X.509 [t A5 V3 X.509 fR A5 V3
w4744 y) | SHA256RSA SHA256RSA SHA256RSA
SHA384ECDSA SHA256ECDSA SHA256ECDSA

{5 FH & FIRFRRZE KT | FRAARERIERR | DVIED: S&@EH
CA ) X.500 DN 4 | CA £] X.500 DN %4 %

7, BHEEXR. L | ¥ BEER. N OViFH: H&EHEZK,
R #B0]. A /AT NS B R B WK, @A
2o 4. EViEf:

1 CA/B Forum _|
EVGL H1 25 9.2 Z 15 R
Fr—2,

KT | 4096bits RSA 2048bits RSA 2048bits RSA
384bits(P-384) ECC | 256bits(P-256) ECC 256hits(P-256) ECC

FARAR | CAUEBRFEAIRS] | CAUEBRFEARET | 1T UEFS AR H 5
PRI AR | I AR A | BRI EARRA Ry i

Bi& N CA WA CA 285244 (End-Entity)
WA | Ut It To Ut JE R 5% 28 & 4 35 UE
RS (1.3.6.1.5.5.7.3.1)
% P i Ay 9 ik
(1.3.6.1.5.5.7.3.2)
UE RS | 5 TMURE CAR | BEMREIRER
CPS KA ik policy Identifier 1 CA/B
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Forum 1 {x E4 1) Policy
Identifier. L& 7 AUk
# CA[f) CPS & i it
CRLK | FH R B AE 48 E 1 FH R B {5 95 7€ [ CRL
= CRL KA sy R I, RAT YT, T
W7 PTIRYE Y | AR Y R TR AL )
TR AL AP | HuE RO PR %k CRL.
% CRL.
WURMLEG | £ A TR AR OCSP | A5 T A& ) OCSP
15 25 M 7 H AL M 157 b AL
(accessMethod = (accessMethod =
1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1)
BE TIUREIERR | B8 TAUKEIER R
Uy [ Hbhk )ik, (accessMethod
(accessMethod = =1.3.6.1.5.5.7.48.2)
1.3.6.1.5.5.7.48.2)
RV | BHAEEHCOE | FHAEEHCVGE | XTIT PR, &0
KA AR TRM | AT TR | JEcd R, M
Mig. X+ CAIET | Hi&. X+ CAIUETH | A Digital Signature, Key
RIS, 20N | BV, Z50kok | Encipherment (a0)
RKEY e YR,
ETSERLAG | UE AR H BHANS | R R A H BRI | R A AR A H AT
B[] A, f¥H ], & H ], 4 H
UTC/GMT+08:00 UTC/GMT+08:00 UTC/GMT+08:00
HERZ L | UE PR IR, | AR E AR, | RS B 2R Rk H AT N
B[] A, f¥H ], & H ], 4 H
UTC/GMT+08:00 UTC/GMT+08:00 UTC/GMT+08:00

713 HENFRRRFF

KRB 2 KB AR S
sha256ECDSA. il sha384ECDSA.

S5 B R 1 bR IR 45 N sha256RSA . sha384RSA .

714 ZHER

TR WA 2 R OE T 4 B3 I SR A 4 4 RFC5280 MUK, HLAG 4 CA/B

Forum Baseline Requirements H1 7.1.4 & 5 [{) R
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715 ZZHRERH
THE o
7.1.6 EFSREEXT RIFRRF
UEFS M XS ZAR AT [ A CPS 2 1.2 715
7.7 SRESRR®IYR I
THE o
7.1.8 SRHERR AT HITEIEAIE X
THE -
7.1.9 REBIEH IR R AL ER N
THE o
7.2 CRL
RIBOAE E %K CRL, BT P AT B AR A .
721 BRES
RIBAT WIAE TS R A 51 R AT A X500 v2 AR A Kb 2R
722 CRL I CRL % B¥ B

5 ITU X.509 F1 RFC5280 #il & — %L .

® CRL HJWRAS: HIRIEE CRL MIMA(E R, REGEE R BZHMES X.509 V3
X M CRL X.509 V2 fAS

® K pk, KBNS sha256RSA A1 sha256ECDSA %544 5 ik .
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® MRE: fHEZKHMEI DN, HEZR. &, W, Pl SO TR 4 554
o

® LA F85E — AN HH/TAIE, FH AR BIA CRL AR U [A] o

® IRl i — AN HIERME, F DGR T —ik CRL FEE A i (8] Azt
EHG LRSI

® MFIERFIR: HECLMEIIERIIER. KFIRD AU FH 5 FEH 5
o4 147 I AN ]

o F RN B RM (Authority Key Identifier) : ASIiFRiEFRIGIELE CRL F2&
ZATFER . ERedon A — CAME A F % 8.

® TR EABIE (Next CRL Publish) : f&7&—/~H M/ EE, FHLARE Tk
CRL 5 A AT N ] o

7.3 OCSP

KBS NAE R Gt OCSP AR5y, 25k 1) OCSP Wi N 7554 RFC6960 Frifk, Zprif

SE ST — FhRAE 3 SRAN I S AF B B FIRES

731 &S

RFC6960 & X ff] OCSP V1 il A,

732 OCSPH M

5 RFC6960 —34.

7.3.3  OCSP &R fm piab 3

N
&,

—/> OCSP i KRB & LA N HdE: WA M55 25K H AR UEFbr iR AT i 9™ e 30

e —MERZ G, OCSP AR i B A k4T 0 A6«
® {5 B IEmR 1k
® 1 7 file 55 4 i i B SR G SR AR 55
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ERALE TN RS A T L E R, WARAE R — A ek af AW 2, B4 OCSP ik
S5l P AR E R WA, R [N E R 1R

JIT A 1 5 1) 1B 28 R B UIE T35 R B B AT B 28 44, FEERIEDIRS ARG ik
BAEB. . KA. BIEEEHUR > H

® [n| S iRIE M RRA

® 11 [ fil 55 25 44 FR
oV SR B 1 A [ 2
M) 7 7= A [ B ]
Gl

® A FILM RAR RS S

® X [F15 15 H B 5 454

WA HE, OCSP IRF5 42kl —MHEHE B, XEHRNRE B RA RBUMEIEHE K
HEHNZ L HEHE BT R -

® K IEARALIER (malformedRequest)

® Pyif4EiR CinternalError)
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it 30 K

3, KBNS KR A CPS 3.2.2.1 1) %
R, X HAEH A SNUE BT 0 .
4, REAERIZIEA CPS 3.2.2.2 X T
[ BT LE [ 53T 50

5, REOREHHIEA CPS 3.2.5 HIWZEK,
BAZ R IRAF T A R

6, RIS SHRIE CPS 3.2.2.8 [ R AG E
CAA %,

7y RBOBASRERTIT 1 0 UR i N 5515
B TR A E CEY i KUK H i
BEAT R EG, AT — THUE o XU R iR R
U6 512 3 B 00 4 e A% A S PR AT 48 R Bl
fi, FATPERL T, IERIERA T
#E: FT IR SRS B AR BURR 4
i, WEER A AE MR QT B
AT .

EV SSL

LM B8 = 05 A5 B A R A W BB B 5 4
AL 04 2 VS T AT R SR A LE AL 5 A7
fE, BATE MHBURIR A AR (¥ 4 5
i

2. RBWAERKZIRA CPS 3.2.2.1 R %
R, 6 HHEH A SHUAE BT $0E
FERfAAT P HEUE TR 1G4 FR T SR
VAR

3. RIBWEHIL A CPS 3.2.2.2 X HiiE#
g BITTE B S A T SEHIE
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4, REEERIZIEA CPS 3.2.2.4 HiH 4
SSAUE TV, AR IR IS4 1 A A A
FAAL o 244 FH B AL A, R Bk B2 fAE 13
R —PIBENLE, 2B A SOH A
it 30 K.

5, RIBRUAEHEATIT B UE A b 1) H 6 i
I WSS =07 e AR Wt 5 S, A
T R3804 #AE o R X 3l 5 B R R i 3
A4 E e AU Rt A5 B R A B, E R R
AT AHEAE

6, EVlE-15HI1E AR {3 o i B A R A 2l
TR F A 2R MEAS BV E - H1iE
BB SCRF G SR HEAE )

7, KBGOGB A CPS 3.2.5 HEK,
BAIE 5 FR I NSRS T A BUHAL

8, KEMIESHRIE CPS 3.2.2.8 fE kA& 7
CAA L.

9 KBNS KERTIT B UR R i N 5515
B5 BRI H O i KUK i
BEAT X EE, G i — TOU7E o XU R R o
Y s 28 3o B ) B A% AR IS AT 25 K AR
dn, FIT PAERA R, IEBIERA Tl
s VT R 1 SRAS JETE e AU HR 1
BRI BAERL By, REIER 4
FAEEAME QT PRI .
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10.2 M#EB: CA EBEE

*E'EE%%;%:

WRA4# | vITrus Root CA vTrus ECC Root CA

e CN CN

H iTrusChina Co., Ltd. iTrusChina Co., Ltd.

HHAH4% | vIirus Root CA vTrus ECC Root CA

755 43e37113d8b359145db7ce8cfd35fd6f | 6ebabch9aab3be983967a2d26bad3beb6d
bc058d45 1cd6da

BHRH | 254 25 4F

o 4h H | 2018-07-31 15:24:05 2018-07-31 15:26:44

A

3 # H | 2043-07-31 15:24:05 2043-07-31 15:26:44

A

Bk RSA (4096 bits) ECC (384 bits)

SHA256 8A:71:DE:65:59:33:6F:42:6 30:FB:BA:2C:32:23:8E:2A:

B4 C:26:E5:38:80:D0:0D:88:A 98:54:7A:F9:79:31:E5:50:4
1:8D:A4:C6:A9:1F:0D:CB:6 2:8B:9B:3F:1C:8E:EB:66:3
1:94:E2:06:C5:C9:63:87 3:DC:FA:86:C5:B2:7D:D3

2 44 | sha256RSA sha384ECDSA

%

FCAEE

iE 5 44 | vIrus DV SSL CA vTrus ECC DV SSL CA

i

ESE CN CN

H R iTrusChina Co., Ltd. iTrusChina Co., Ltd.

4 | vTrus DV SSL CA vTrus ECC DV SSL CA

Mmik# | virus Root CA vIrus ECC Root CA

EilR= 5663ede2e84aad4f80afalfeldab784f | 17ba09a81f8e368368c25ebelce3abf284
ec000c9b 839ded

R |20 & 20 4
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it a5 H
L]

2018-07-31 15:35:45

2018-07-31 15:43:31

P # H | 2038-07-31 15:35:45 2038-07-31 15:43:31

A

Bk RSA (2048 bits) ECC (256 bits)

SHA256 SF:7E:8B:4A:8C:11:BA:F2: C9:7E:36:CE:BF:15:80:AB:

¥e4r CB:E6:45:9B:47:FD:B6:D5: 1B:DA:D6:1C:1D:53:B0:5C:
0C:02:85:C4:A9:94:F4:EE: 75:81:9E:85:D9:37:21:4B:E
F2:FE:51:60:AA:0A:B7:8A 6:84:C8:59:B2:2D:45:E0

2 44 | sha256RSA sha256ECDSA

%

iE 45 44 | vTrus OV SSL CA vTrus ECC OV SSL CA

i/

e CN CN

2H R iTrusChina Co., Ltd. iTrusChina Co., Ltd.

i 4 vTrus OV SSL CA vTrus ECC OV SSL CA

mikZ# | vIrus Root CA vTrus ECC Root CA

¥ 45 1fa43d72635e7bt38135eef39ccfc9dd | 6dalodf12fabb62cebl173c46bcaa9ta90b
3477986 eed246

RN | 20 4 20 4F

#us H | 2018-07-31 15:33:57 2018-07-31 15:41:18

A

F) #] H | 2038-07-31 15:33:57 2038-07-31 15:41:18

A

Sk RSA (2048 bits) ECC (256 bits)

SHA256 A5:3B:5C:9B:B5:AD:92:70: 23:58:1E:F1:92:1D:F2:F9:2

84 3D:C4:F7:7F:E6:4D:91:3A: 9:0D:BA:0D:4D:4F:48:A9:
23:9F:D3:72:07:3A:48:E2:7 TF:98:AE:AE:FB:5E:33:50:
A:04:81:58:0A:56:37:C4 B3:F7:05:82:E8:CD:BE: 78

2 4 | sha256RSA sha256ECDSA

%
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iE 45 44

vTrus EV SSL CA

vTrus ECC EV SSL CA

i/

ESES CN CN

ZH R iTrusChina Co., Ltd. iTrusChina Co., Ltd.

iH FH 44 vTrus EV SSL CA vTrus ECC EV SSL CA

Mk | virus Root CA vTrus ECC Root CA

755 7d746ea36e2136270e8fc2e2456d229¢ | 302282d66df3b37a7fbbf373d4ae8e7che
b90c80b7 125376

BRI | 20 4 20 4F

o 4h H | 2018-07-31 15:31:06 2018-07-31 15:39:20

HH

F # H | 2038-07-31 15:31:06 2038-07-31 15:39:20

A

vk RSA (2048 bits) ECC (256 bits)

SHA256 F3:AA:6D:71:2A:15:F6:3F:83:50:80 | BD:30:C0:D1:E7:AC:B8:3E:FC:4F:5F:6

¥eor 249:79:DB:54:24:19:A6:1B:2B:1D:2 | C:62:F8:F3:A5:79:BA:B2:75:27:AF:AE
2:E7:56:C4: 17:AB:FE:8D:74:A3:CA | :66: 6C:69:6C:3A:86:71:75:F1

2 4 | sha256RSA sha256ECDSA

%
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